NMaMmaTka no 6e30nNacHOCTU B MHTEpPHeTe

C KaxIbIM TOZOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIBHUKH OJHHU M3 CaMBIX
aKTUBHBIX MoJsib30BaTeneil Pynera. Mexy TeM, HOMUMO OIPOMHOIO KOJUYECTBA BO3MOXKHOCTEH, HHTEPHET
HeceT U NpobiieMbl. JTa MaMATKa JI0JKHA IOMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.

KomMnbrorepHbie BUPYyCbI

KomnploTepHblii BUpPYC — 3TO pPa3HOBUIHOCTb KOMIIBIOTEPHBIX MpOrpamM, OTJINYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SABISETCA CHOCOOHOCTh K Pa3MHOXKEHUIO. B omonHeHue Kk 3ToMy, BUPYCHl MOTYT
IOBPEIUTh WU TOJHOCTBIO YHUUTOXKUTD BCEe (pailiibl U JaHHBIE, IOAKOHTPOJIbHBIE OJIB30BATENI0, OT UMEHH
KOTOporo Oblla 3amylieHa 3apaxEHHas IporpamMma, a TakKe I[OBPEIUTh WIM JaXe YHUUYTOXKUTb
OTIEPALMOHHYIO CUCTEMY CO BCeMH (aiiiamu B 11e10M. B GOIBIIMHCTBE CIy4aeB paclpoCTPAHSIIOTCS BUPYCHI
yepe3 UHTEPHET.

MeTtoab! 3alynNTbl OT BPEAOHOCHbIX NMPOrpaMmMm:

e Ucnonb3yil coBpeMEHHbIE OIEPAlMOHHBIE CHCTEMbl, MMEIOLIHE CEepbE3HBIN YpOBEHb 3aLUTHI OT
BPEIOHOCHBIX ITPOrPaMM;

o [IlocrosHHO ycTaHaBiMBaii nMavytu (QPOBHIE 3aIUIATKH, KOTOPHIE aBTOMAaTHYECKH YCTaHABIMBAIOTCS
C LIeJIBIO 10pPa0OTKHU MPOrpamMMbl) M Apyrue oOHOBICHMS CBOEH omnepanMoHHOHN cucteMbl. CkaunBait
UX TOJIBKO ¢ oHUIManbHOro caifita pazpadorurka OC. Eciu cyiiecTByeT peKuM aBTOMAaTHYECKOIO
OOHOBJICHHUS, BKJIIOYH €IO0;

o Paboraii Ha cBOEM KOMIIBIOTEpPE I10J IpaBaMM II0JIb30BATENsl, @ HE aJMUHUCTpATOpa. DTO HE
MO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTrPaMM MHCTAJUIMPOBATHCS HAa TBOEM MEPCOHATIBHOM
KOMIIBIOTEPE;

e Ucrnonb3yli  aHTUBUPYCHBIE IpPOrpPaMMHBIE  MPOAYKTHI ~ M3BECTHBIX  MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

e Orpannub GpU3HUECKUI TOCTYI K KOMIBIOTEPY /ISl TOCTOPOHHUX JIUII;

o lcnonb3yil BHeIIHUE HOCUTENU MHpOpPMALNKU, Takue Kak (iemka, JUcK win (aiiin U3 MHTEepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

e He orkpsiBail KOMIbIOTEpHBIE (ailiibl, TOJyYEHHbIE U3 HEHAAEKHBIX UCTOUHUKOB. J{axe Te ¢ailnbl,
KOTOpBIE MTpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOuHU y HEro, OTIIPABIISUI JIM OH Te0e HX.

Cern WI-FI

Wi-Fi - 5T0 He BuJ mepenayn JaHHBIX, HE TEXHOJOTHWsS, a BCEro UMb OpeHa, mapka. Eme B 1991
rojly HujAepiaHjackas KoMmranus 3apeructpupoBasia opern « WECA», uTto 00o03Ha4aio CIIOBOCOYETAHHE
«Wireless Fidelity», koTopbIil mepeBOAUTCS Kak «OeCpoOBOJHAS TOYHOCTH». Jlo HAIero BpeMeHHW oI
npyrasi abOpeBuarypa, KoTopas sBIIsSE€TCS Tako ke TexHojoruei. Ito abOpeBuatypa «Wi-Fin. Takoe
Ha3BaHUe ObUIO JaHO C HAMEKOM Ha CTaHJapT BbICHIMM 3ByKoBOil TexHUKH Hi-Fi, uTo B mepeBosie o3HadaeT

«BBICOKAsI TOUHOCTHY. [la, OecriaTHbIN MHTEpHET-I0CTYI B Kade, OTeNsAX U adporopTax sBIseTCsl OTIIMYHOM
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BO3MOXXHOCTBIO BbIXOJa B MHTepHET. Ho MHOTHE 3KcnepThl cuuTaroT, yTo obmenoctynusie Wi-Fi cetu He
SIBJIAIOTCS] 0€30MaCHBIMHU.
CoBertbI no 6e3onacHocTn pabore B obuwegocrynHbix cerax Wi-fi:
e He nepenasaii cBoro ymunyr0 wHpOpManuio depe3 obmenoctynusie Wi-Fi cetn. Paboras B HuEX,
JKeaTelIbHO HEe BBOJUTH MApPOJIU JOCTYNA, JIOTUHBI U KAKUE-TO HOMEpA;
e Hcrnonb3yit u 0OHOBISIH aHTUBUPYCHBIE MTPOrpaMMbl U OpanaMmaysp. Tem caMbIiM Thl 06€30MacuiIb
ce0sl OT 3aKauKu BUpYca Ha TBOE YCTPOMCTBO;
o Ilpu ucnons3oBanun Wi-Fi otkmroun dynkmuro «O06mmii goctyn x Qaiinam u npuHTepam». JlanHas
(GyYHKIHMS 3aKpbITa IO YMOJIYaHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT €€ il ya1o0cTBa
HCIIOJIB30BaHUs B paboTe Win yueoe;
e He wucnons3yit nyonuunbsii WI-FI nns nmepepmaum JnMyHBIX JaHHBIX, HampuMep Ul BbIXOJA B
COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOYTY;
e MHcnonb3yit Tonbko 3amumnieHHoe coenunenue uyepe3 HTTPS, a we HTTP, 1.e. mpu Habope BeO-
azpeca BBOIM UMEHHO «https://»;
e B moOunsHOM Tenedone otkmoun ¢yskumoo «llomkmouenne k Wi-Fi aBromatmueckn». He
JIOITyCKali aBTOMaTHYECKOTO MOIKITFOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.
CounasnbHbie ceTn
ConuanbHble CeTH aKTHBHO BXOJAST B HAaIly >KM3Hb, MHOTHE JIOAM pabOTalOT U KUBYT TaM
noctosinHo, a B Facebook yxke 3apeructpupoBan MUILTHApP] YEIOBEK, YTO SIBISIETCS OJHOW CEIbMOM BCex
KUTeNeHd IUIaHeThl. MHOTME IOJb30BaTeId HE IMOHMMAIOT, 4YTO HMHQOpMauus, pa3MelleHHas HMH B
COLIMAJIbHBIX CETSAX, MOXKET OBbITh Hali/leHa U MCMOJIb30BaHA KEM YroJIHO, B TOM YHUCJIE HE 00s3aTeNbHO C
OaruMu HaMepPEeHUSIMH.

OcHOBHbIe coBeTbl Mo 6e30rMacHOCTN B COLNa/IbHbIX CETSAX:

e OrpaHuyb CIMCOK Jpy3el. Y Te0s B APY3bsAX HE JOKHO OBITh CIy4alHBIX M HE3HAKOMBIX JIFOJIEH;

e Samumiail cBOI 4acTHYIO ku3Hb. He ykasbiBaii mapomnu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHUS
U JIPYTYI0 JUYHYI0 MHGOpPMALKIO. 3JI0yMBIIUIEHHUKHM MOTYT HCIIOJIb30BaTh Jake MH(OpMAIHIo O
TOM, KaK Tbl U TBOM POJAUTENH INIAHUPYETE MPOBECTU KAHUKYJIBI;

e 3amumiail CBOI PEMyTaluio - IEPKH €€ B YUCTOTE M 3a/iaBail ceOe BOIMPOC: XOTeN ObI Thl, YTOOBI
JIpyrue MOoJb30BaTeNN BUACIHU, YTO Thl 3arpyxaemib? [lomgymaii, mpexae 4em 4To-To OnmyOJIuKOBaTh,
HaIMCaTh U 3arpy3uTh;

e Ecnu Tl roBopuiib ¢ J10JpMH, KOTOPBIX HE 3HACIIb, HE MCIIOJIb3YH CBOE PEajbHOE UMS U APYTYIO
JUYHYIO0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U NPOYee;

e U36erait pasmemenust Gororpaduii B UHTEpHETE, TIE THI M300paK€H HAa MECTHOCTH, TIO KOTOPOH
MO>KHO OIPENIEIUTh TBOE MECTOIOIOKEHUE;

o [lpu perucrpanuu B COMATBHON CETH HEOOXOMMO MCIOIb30BAThH CI0KHBIE MAPOJIH, COCTOSIINE U3

OyKB U IIM(]p U ¢ KOTUYECTBOM 3HAKOB HE MEHEe §;
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e Jlns coumManbHOM CETH, IOUTHI U APYTUX CAUTOB HEOOXOAMMO MCIOJIB30BATh pa3HbIC Mapoiau. Torma
ecyu TeOs B3IIOMAIOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT AOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE
cpasy.

D/IeKTPOHHbIE A€eHbI!

DNEKTPOHHBIE IEHbIM — 3TO OYEHb yIOOHBII crIOoco0 MiaTexel, OAHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE€ XOTAT MOJIYYUTh 3TH JEHbIU. DIEKTPOHHBIE I€HbIU MOSBWINCH COBCEM HEJABHO U UMEHHO M3-3a
3TOr0 BO MHOTMX TOCYJapCTBax JO CHUX IOp HE MNPOIMKCAHO MpO HUX B 3akoHax. B Poccum xe oHu
(GYHKIIMOHHUPYIOT ¥ O HUX YK€ MPOIKMCAHO B 3aKOHE, TJI€ UX Pa3JICISAIOT HAa HECKOIBKO BUIOB — aHOHUMHBIC
1 HE aHOHMMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pellaeTcsi MIPOBOAUTh ONEPALIMU
0e3 uIeHTHU(HUKAIMU I[0JIb30BAaTENs, @& B HE AHOHUMHBIX HWICHTH()UKAIMK T[0JIb30BATENsS SBISETCS
obs3atenpHON. Takke ciemyer pa3iuyarh SJIEKTPOHHbIE (UaTHBIE IEHBIW (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC HEHUATHBIE ICHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BATIOTaM).

OCHOBHbIe coBeTbI 1Mo 6e30nacHom pabore C 3/1IeKTPOHHbIMA A€HbraMM:

o IlpuBsxku Kk cuery MOOMIBbHBINA Tene@oH. DTO caMblil yIO0OHBII U OBICTPBINA CIIOCOO BOCCTAHOBUTH
noctyn K cuety. [IpuBsizanHbIi TenedoH MOMOXKET, eciiu 3a0ynelb CBOM IUIATeXHBIA Mapob WIH
3aiJIelIb HA CANT C HE3HAKOMOI'0 YCTPOMCTBA;

e MHcnone3yii omHopaszoBeie mapoiu. [lociie mepexona Ha YCHICHHYIO aBTOpH3aIUio TeOe yxe He
OyJIeT yrposkaTh OMAaCHOCTh KPayKU WIIM NIepexBaTa IIaTeKHOTO apoJis;

e Bribepu cnoxusiif naposns. [lpectynHukam OyaeT He MPOCTO yrajaTh CIOXKHBIN napoib. HagexxHbie
apojM — 3TO HapoJIM, KOTOPHIE COJEpKaT HE MEHEee 8 3HAKOB M BKJIIOYAIOT B C€Osl CTPOYHBIE U
IpONuCHble OYKBBI, IUGPBI U HECKOJbKO CHUMBOJIOB, TaKHME€ Kak 3HaK joiapa, (¢QyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

o He BBOAM CBOM TMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSEIb.

D/1eKTpOoHHas1 no4yta

ONEeKTpOHHAas MOoYTa — 3TO TEXHOJOTUS M IPEIOCTABIISEMbIE €10 YCIYrd 10 MEPEChUIKE U
MOJIYUYEHHUIO DJIEKTPOHHBIX COOOIICHMI, KOTOpBIE PACHpENeNsIFOTCS B KOMIBIOTEpHOH ceTu. OOBIUHO
ANEKTPOHHBIN MOYTOBBIN SIIUK BBITJIAIUT CIEIYIOIIMM 00pa3oM: UMsI_TOJIb30BaTelsi(@uMs_nomMeHa. Takxke
KpOMe Iepe/iauu MPOCTOro TEKCTa, UMEETCsl BO3MOKHOCTD Iepe1aBaTh (haiibl.

OCHOBHbIe coBeTbl Mo 6e30nacHoi pabore C 3/71eKTPOHHOM NMOYTOM:

e Hano BbIOpaTh mpaBUiIbHBINA MOYTOBBIN cepBuc. B MHTEpHETE €cTh OrpOMHBIN BBIOOp OeCIUIaTHBIX
MOYTOBBIX CEPBHUCOB, OHAKO JIYYILIE JOBEPSITh TEM, KOT'O 3HACIIb U KTO MEPBbII B PEUTHHTE;

e He ykaspBaili B 1nuyHOW mouTe InWYHYO uHGMopmanuo. Hampumep, mnydine BbIOpaTh
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «remal3y;

e Hcnomp3yli NABYX3TalmHyH aBTOPU3ALMIO. OTO KOrJa IIOMUMO IIapojisi HYXKHO BBOJUTH KO,
npucbUIaeMblil mo SMS;

e Bribepu crnoxsblii maponb. s Kaka0ro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOW HAJC)KHBIMH,

YCTOWUMBBIN K B3JIOMY I1apOJIb;
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e Ecnu ecTh BO3MOXHOCTb HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIb3YH ATY BO3MOKHOCT;

e Hcnonb3yil HECKOJIBKO MOYTOBBIX AIMMKOB. [lepBbIi JIsi 4acTHOM MEpPENHCKH C aapecaTaMu,
KOTOPBIM ThI JOBEpsi€lllb. DTO AJIEKTPOHHBIN aJpec HE HAJI0 MCIOJIb30BaTh IPU PETUCTpallMM Ha
dopymax u caiitax;

e He otkpeiBail ¢aiinbl U Apyrue BIOXKEHUS B MHUCbMax JaXke €CIIM OHU MPHUILIM OT TBOUX JAPY3eil.
Jlyyiie yTOYHM y HUX, OTIPABIISIIN JIK OHU TeOe 3T (ailiibl;

o [Ilocne oxonuanust paboTHl Ha TTOYTOBOM CEPBHCE MEpPE] 3aKPHITHEM BKIIAJKU C CAUTOM HE 3a0y1b

Ha)XaTh Ha «BeIATHY.

KnbepbynnmHr nian BuptyasibHoOe n3geBares/ibCTBo

KubepOymnuHr — mpecieqoBaHie COOOIICHUSMH, COJEPKAIIMMH OCKOPOJICHHUS, arpeccuro,
3alyTMBaHME; XYJIUTaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl 1Mo 6opbbe ¢ Knébepb6y/IMHIrom:

e He Opocaiics B 60ii. Jlyumuii cioco6: mocoBeToBaThcsi Kak ce0s BECTH H, €CITU HET TOro, K KOMY
MOKHO OOpaTHThCS, TO BHAuajle YCIOKOUThCS. Eciu Thl HauHENIb OTBEYAaTh OCKOPOJICHUSMHU Ha
OCKOPOJICHUS, TO TOJIBKO e1ie OOJIbIIe Pa30XIKeIlb KOH(IUKT;

e VYmpasisii cBoell kubeppenyraiuei;

e AHOHMMHOCTH, B ceTu MHUMas. CyIIECTBYIOT CIOCOOBI BBIICHHTb, KTO CTOUT 32 AHOHUMHBIM
AKKayHTOM;

e He crout BecTH XyIuraHcKuii 00pa3 BUPTyaIbHOH ku3HU. IHTEpHET QUKCHPYET BCE TBOU JACUCTBUS
U COXpPAaHAET UX. Y AaIuTh UX OyAET KpaliHe 3aTpyAHUTEILHO;

o CoOmnronail cBOM BUPTYaTIbHYIO YECTh CMOJIONY;

o Urnopupyit eauHuuHblii HeratuB. OJHOPa30Bble OCKOPOUTEIbHBIE  COOOIEHHS  JIydIle
UrHopupoBaTh. OObIUHO arpeccusi NpeKpaliaeTcs Ha HauaabHOU CTaauH;

e ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COI[MAIBHBIX CETSIX €CTh
BO3MOYHOCTb OJIOKHUPOBKH OTIPABKH COOOIIEHUHN C ONPEAETICHHBIX a/IpeCOB;

o Ecmu 11 cBugerens kubepOysunra. TBoM neicTBUSA: BBICTYIIUTh IPOTUB MpeciieoBaTeNs, I0Ka3aTh
€My, YTO €ro [JeHCTBUS OIICHMBAIOTCS HEraTHBHO, IOJJIEPKAaTh JKEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKast MOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.
Mob6unbHbIN TENEegoH
CoBpeMeHnHbIe cMapT(HOHBI U IIJTAHIIETHI COJIEpKaT B cebe BIOJHE B3POCIbIA (YHKIIMOHAT, U Telephb

OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbloTepaMu. OJHAKO, CPEJICTB 3aALIUTHI Ul TOJOOHBIX
YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX NMPOUCXOJUT HE TaK UHTEHCUBHO,
kak qyst [TK, To e camoe kacaeTcsi U MOOMITBHBIX TIpriiokeHuil. CoBpeMeHHbIe MOOUITEHBIE Opay3ephl yKe
NPAKTUYECKH JIOTHAJIM HACTOJIbHBIE aHAJOTH, OJIHAKO pacuipeHue (yHKIMOHala BIEYeT 3a co0oii
OONIBIIYI0 CIOKHOCTb M MEHBIIYI0 3allMIIEHHOCTh. Jlajeko He Bce NPOM3BOMUTENN BBITYCKAIOT

O6HOBJ'I€HI/I$I, 3aKPbIBAIOIUC KPUTHUYCCKUC YA3SBUMOCTHU IJII CBOUX YCTpOﬁCTB.
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OcCHoOBHbIe coBeTbl A/1s1 6e30nacHoOCT MOb6unsIbHOro tene¢goHa:
e Hwudero He siBNsieTCs MO-HACTOANIEMY OecriaTHBIM. byabs ocTopokeH, Bellb Koraa Tede mpeiaraT
OecIuiaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIIYTH;
o Jlymaii, mpexxae yem ortnpaBuTh SMS, ¢oto mnu Buaeo. Thl TOUHO 3Haemib, rAe OHU OyayT B
KOHEYHOM UTOTE?
e Heo0xomumMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOET0 cMapT(hOHa;
e Hcrnonb3yii aHTUBUPYCHBIC TIPOTPAMMBI JISI MOOWIIBHBIX TelIe()OHOB;
e He 3arpyxail npunoxeHusi OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COJIEPKAaTh BPEIOHOCHOE
porpaMMHOe o0ecrieueHue;
e [locnme Toro kak Thl BBIWIEHIL C CalTa, TJe BBOJAWJ JUYHYIO HH(POPMAIMIO, 32l B HACTPOUKH
Opaysepa u yaanu COOKIes;
e [lepuomuyecku mpoBepsiii, KaKKe IJIATHBIC YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;
o JlaBaii cBoii HOMEp MOOMIBLHOTO Tele(OoHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEpsCIIb;
e Bluetooth momken ObITH BBIKIIIOYEH, KOTA Thl MM HE MOJb3yelbest. He 3a0biBail HHOTa MPOBEPSTH
3TO.
Online nrpsbi
CoBpeMeHHbIE OHJIAWH-UTPBI — 3TO KPACOYHBIC, 3aXBATHIBAIOIIME PA3BICUCHUS, OOBEIUHSIONINE
COTHHU THICSIY YEJIOBEK MO BCeMy MHpPY. VIrpoKHu UCCIEQyIOT JAaHHBI UM MUP, OOIIAIOTCS APYT C JIPYTOM,
BBIIIOJIHSIIOT 3aJaHMs, CPAKAKOTCS C MOHCTpAaMU M TIOJYy4YalOT ONbBIT. 3a YAOBOJBCTBUE OHHU IUIATAT:
MOKYIAIOT JIUCK, OIUIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT Kakue-To onuuu. Bee 3t cpencTa uayT Ha
MOJAJIEpKAaHUE W Pa3BUTHE UIPHI, a TaKkKe Ha caMy O€30MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI
aBTOPU3AIINH, BBIITYCKAIOTCA HOBBIEC TAaTUX (IIM(POBBIE 3aMIaTKU JUISI IPOTPAMM ), 3aKPHIBAIOTCS YA3BUMOCTHU
cepBepoB. B MomOOHBIX UIpax CTOUT OmacaTtbcs HE CTONBKO CBOMX COMEPHUKOB, CKOJIBKO KPaKU TBOETO
MapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AIIUU OOJBIITMHCTBA UTP.
OCHOBHbI€ COBeTbI 10 6€30MacHOCTH TBOEro MrpoBoOro aKKayHra:
o Ecnu apyroii urpok Beaet ceds MiIoXo WIK CO3/1aeT Te0e HEeMPHUATHOCTH, 3a0JIOKUPYH €ro B CIHCKE
UTPOKOB;
o [loxanyiics amMUHHUCTpPATOPAM UTPHI HA TIJIOXOE MOBEJEHNUE TOT0 UTPOKA, JKEJIATEIbHO MPUIIOKUTH
KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;
o He yka3piBaii 1MuHyI0 HHGOpPMALKIO B Ipodaiisie Urpsr;
e VYBaxail Ipyrux y4acTHUKOB IO UTPE;
e He ycranaBnuBaii HeounaIbHbIC TATYH U MOJIBL;
o Hcnonp3yii c0KHBIE U pa3HbIE APOJIH;
e Jlaxxe BO BpeMs UTPHI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka ThI UTpaens, TBOM KOMITBIOTEP MOTYT

3apa3uTh.
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DULINHI NN Kpai>Ka JINYHbIX AaHHbIX

OObI4HONM Kpaxkel JeHer M JIOKYMEHTOB CEroJHs YK€ HHMKOro He yauBHfllb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKN MEPEMECTUINCh B HHTEPHET, M IPOJODKAIOT 3aHUMATbCS
«TI0OUMBIMY» 1e7IoM. Tak mosiBUIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILIUHT, TJIaBHAS 1IEITh
KOTOPOI'O COCTOUT B IOJIyYEHMH KOH(HIEHIMAIbHBIX JAHHBIX MOJIb30BaTeNell — JIOrMHOB U mapojei. Ha
aHMIMICKOM s3bike Phishing unraercs kak umunar (ot fishing — peiOHast 0B, password — apoJib).

OcHoOBHbIe coBeTbl 1Mo 6opbbe ¢ puwmHrom:

e Cnemu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaeiib, YTO TBOS aHKeTa ObUIa B3JOMaHa, TO
HE00X01uMO 3a0J0KUpPOBaTh €€ M COOOIIUTh AJAMHUHUCTpATOpaM pecypca 00 3TOM KaK MOXHO
cKopee;

e Hcnonb3yit OezonacHble BeO-CalThl, B TOM YMCJIE€, HHTEPHET-Mara3uHOB U IIOUCKOBBIX CUCTEM;

o UHcmonp3yit crnoxxkHble W pasHele maponu. TakuMm o0Opa3oMm, eciam TeOs B3IOMAKOT, TO
3IIOYMBIIIICHHUKH MOTyYaT AOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, 2 HE KO BCEM;

o Ecmu 1ebs B3110Manu, TO HEOOXOAUMO MPENYNPETUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE 100aBJIEHbI Yy
Te0s B APY3bsX, O TOM, YTO TeOsl B3JIOMAJIM U, BO3MOXKHO, OT TBOEI'0 UMEHU OYET pacchliaThCsl CliaM
¥ CCBUTKY Ha (PUITMHTOBBIE CATHI;

e YcraHoBu HajexHbIi napois (PIN) Ha MOOMIIBHBIHN TenedoH;

o OrTxiroun coxpaHeHue naposs B 6paysepe;

o He otkpeiBail (aiiiabl U Ipyrue BIOKEHHs B MUCbMAx Jake €CIM OHU IPULUIM OT TBOUX JApY3eil.
Jlyuiie yTo4HM y HUX, OTIPABJISIIN JIK OHU TeOE 3TH (ailiibl;

LncgpoBas penyraunsa

[ludppoBast pemyranus - 53TO HEraTMBHAs WM TO3UTHBHas HHpopMmalnus B ceTH O Tebe.
Komnpomerupyromas nHpopMmaius pasMelieHHas B HHTEPHETE MOXKET CEpPbe3HbIM 00pa30M OTpa3uThCs Ha
TBOeW peanbHOW >ku3HU. «lludpoBas pemyranus» - 3TO TBOM HMMHK, KOTOPBIA (opmupyercs wu3
nHpopmanuu o TeOe B HMHTEpHETE. TBOE MECTO >KUTEIbCTBA, yueObl, TBOE€ (PUHAHCOBOE IOJIOKEHUE,
0COOEHHOCTH XapakTepa M paccka3bl O ONM3KUX — BCE 3TO HAKaIUIMBAETCS B CeTH. MHOIMe MOIPOCTKH
JIETKOMBICIIEHHO OTHOCSTCS K MyOiMKanuu Ju4HOM uH(opmanun B VHTepHEeTe, He MOHUMAask BO3MOKHBIX
nocneAcTBUM. Thl 1axke HE CMOXKEIIb 10ralaThCsl O TOM, UTO GoTrorpadus, pa3mMelleHHas 5 JeT Ha3aj, cTaia
MPUYMHON OTKa3a MpuHATH TeOs Ha pabory. KommeHTtapuu, pasmenieHue TBoux ¢otorpaduil u apyrue
JEMCTBHUS MOTYT HE MCUE3HYTh Ja)K€ IOCJE TOro, Kak Thl MX yAaJuIlb. Thl HE 3Haellb, KTO COXPaHWI ATy
nH(OpMaIltIo, Mornaja J1 OHa B IOUCKOBBIE CUCTEMbI U COXPAHMJIACh JIM OHA, a IJIABHOE: YTO MOIYMAIOT O
Tebe OKpyXKarollee JII0/IU, KOTOpble HAIyT U YBUAAT 3T0. HalTH MHPOPMALIMIO MHOTO JIET CIIYCTSI CMOXKET
0001 — Kak U3 JM0OpbIX MOOYKIEHUH, TaKk U C HaAMEpEHHWEM IMPUYUHUTH BpEd. DTO MOXKET OBbITh KTO
YTOJIHO.

OCHOBHbIe COBETbI 10 3alnTe UugpoBon penyTaynm:

° HOHYMaﬁ, MMPEKAC YCM YTO-TO HY6HI/IKOB3.TB " nepcaaBaTthb y ce0Os B Oore Wi B COLIMAJIbHOM CCTH,
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e B Hactpoiikax mpoduisl ycTaHOBH OrpaHUYEHHS HA TIPOCMOTP TBOETO MPOQHIISL U €r0 COIEPKUMOTO,
clienal ero TOJIbKO «JIJIsl IPy3€ei»;
o He pa3memaii u He yKasbiBail HH(pOpPMAIIHIO, KOTOPAs MOXKET KOT0-IMO0 OCKOPOJIATH MM OOMKATh.

ABTOpCKoOe npaBo

CoBpeMeHHbIE IKOJIbHUKN— aKTUBHBIE ITOJIB30BATENHN HU(PPOBOro nmpocTpancTBa. OHAKO JaleKo He
BCE 3HAIOT, YTO MOJH30BAaHHE MHOTUMH BO3MOXXHOCTSIMH IH(POBOrO MHUpa TpeOyeT cOONIOCHHS MpaB Ha
MHTEIJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMHUH «MHTEIJIEKTYyalnbHasi COOCTBEHHOCTb» OTHOCHTCS K PA3JIMYHBIM TBOPEHHSM YEJIOBEYECKOTO
yMa, HAuMHAasl C HOBBIX M300pETEHHI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTHU , U
3aKaH4MBask KHUTaMu, (poTorpadusiMu, KHHO(DUIBEMaMH ¥ My3bIKQIBHBIMH ITPOU3BEICHUSMH.

ABTOpCKHE TIpaBa — 3TO IpaBa Ha MHTEUICKTYaJbHYI0 COOCTBEHHOCTh Ha IMPOU3BEICHHS HAYKH,
JUTEpaTypl M HUCKycCTBAa. ABTOpPCKME TIpaBa BBICTYNAIOT B KAyeCTBE TapaHTHH TOTO, YTO
MHTEJUICKTYaJIbHBIH/TBOPUECKHI TP/l aBTOpa HE Oy/IeT HalpacHbIM, JIaCT €My CIIPaBEJTUBBIC BOZMOKHOCTH
3apaboTaTh Ha pe3yjibTaTax CBOETr0 TPYAad, MOJIYYUTh M3BECTHOCTH M INpu3HaHWe. Hukto Oe3 paspemieHus
aBTOpa HE MOXET BOCIPOU3BOAMTH €ro IMPOU3BEIACHHE, PACHPOCTPAHATH, IYOJUYHO JIEMOHCTPUPOBATH,
MPO/IaBaTh, UMIIOPTHPOBATH, ITYCKATh B MIPOKAT, MyOIMYHO UCTIONHATH, TIOKA3bIBATH/UCTIOIHATD B dpHpe UiH
pa3memiath B lHTEpHETE.

Hcronp30BaHue «IUPATCKOT0» MPOTPAMMHOTO 00ECTICUeHHSI MOXKET IPUBECTH K MHOTHM PUCKaM: OT
MOTEPH JJAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWCTBA, IJ€ YCTAHOBIICHHBIN HE JeTallbHAsS
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET JIETaIbHbBIE U OECIUIaTHBIE MPOTPAMMBI, KOTOPHIE

MOKHO HAWTH B CETH.
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